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Agenda

INTRODUCTION TO CHIP
•

 

How does it work? What does it do? 
•

 

Global Deployment

CHIP SOLUTIONS
•

 

M/Chip – The foundation for chip payments
•

 

A Chip Transaction
•

 

PIN
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Chip cards are miniature computer systems

Application

e.g. Multose.g. Windows 7

• Word processor
• Browser
• Photo editor

• Debit
• Credit
• Loyalty

• Documents
• Web pages
• Pictures

• Payment data
• Loyalty points

Information

Application

Information

Application

Information

Operating System

e.g. Infineone.g. Intel / AMD Hardware

INTRODUCTION TO CHIP

March 3, 2011
Page 3



© 2010 M asterCard.
Proprietary and Confidential

MasterCard networks carry 
chip data

Global framework:
•Business framework
• Product rules
• Technical standards

Chip transactions take place

Chip–enabled global payments infrastructure

Cardholder Merchant

Issuer/Processor
• Personalizes 

and 
distributes 
cards

• Upgrades 
systems to 
receive and 
authorize chip 
transactions

• Host and 
network 
supports chip

• Manages chip 
terminals

Acquirer

INTRODUCTION TO CHIP

• Installs 
acquirer- 
provided 
terminals

• Integrates chip 
into retail POS 
systems
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Why chip?

Safer
Payments

More
Payments

Enhanced
Payments

Chip cards

enable new MasterCard products and solutions

are instrumental in reducing fraud

INTRODUCTION TO CHIP
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Countries in which one or more
banks are migrating, or have 
completed migration to EMV chip

Countries where there has 
not yet been preparation to 
migrate

Countries where penetration  of 
MasterCard Branded EMV cards, EMV 
POS, or EMV ATMs exceeds 50 %

Source: Best estimates collected from MasterCard customers and regional offices, and QMR.

Canada:

• 36% of cards, 55% of POS and 26% of 
ATMs EMV Chip enabled

• On a fast track to complete migration 
around 2011-2012 

• Introduction of domestic liability shift in 
Mar 31, 2011

Europe:

• 63%+ of cards EMV Chip enabled

• 83% of POS EMV Chip enabled

• 80% of ATMs EMV Chip enabled

• EU Regulators migration mandate 1.1. 
2011 for SEPA countries (MasterCard 
Europe as well)

US:

• No concrete plans at 
national level

• Few large issuers 
individually planning 
issuance of EMV cards 
to heavy travellers

Asia-Pacific:

• 30%+ penetration of cards and 
40%+ of POS devices

• Domestic migration mandates in 
several markets (Malaysia, Korea, 
Indonesia…)

• Dual interface (PayPass M/Chip) 
omnipresent across the key markets

Latin America / Caribbean:

• 56% of acceptance now EMV Chip 
enabled

• Brazil, Mexico, Peru and Colombia are 
the most advanced markets 

• Heavy EMV Chip migration activity 
across the region (Venezuela, Central 
America and Caribbean)

Middle East & Africa:

• 11 key markets have EMV Chip 
penetration on POS above 80%; 66% 
penetration across region

• Sharp rises in EMV card issuance in 
key markets (e.g. South Africa…)

• Domestic migration mandates in 
several markets (Qatar, Bahrain…)

Delivering on the Promise of Chip, Worldwide
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Safer payments - it’s beginning to work! 
UK fraud figures for 2004-2008 and 2008-2009

UK fraud losses in £millions

•

 

UK retailer face-to-face fraud steadily 
down since Chip & PIN deployed

Source:  APACS – “Fraud, the facts”, 2009 & March 10, 2010 Press Release

•

 

Cross-border fraud first up 
(UK card data used in non-chip 
countries) but now going down

•

 

Card-not-present fraud first up 
(migration from face-to-face) but now 
going down

CHIP DEPLOYMENT
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Chip - a foundation for innovative solutions

CHIP SOLUTIONS

Transit

Mobile

Low Value
Payments

Social
Cards

PayPass

Authentication

Multi
Account

?
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Cardholder / Merchant Experience

Service code = 2xx

“2” = Chip; prompt:
“Please insert the chip card”

Card remains in the 
device for the duration 
of the transaction
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Offline vs. Online PIN - Explained

Issuer Host

Offline PIN is in the Chip

Online PIN is in the Issuer’s Host

• Issuers will typically want to offer Self Selection of PIN to cardholders and will need 
to support a secure process for PIN change and PIN unblock (in the case of 
forgotten PINs)

• When either the online or offline PIN is changed, they must be synchronized
• ABMs are generally used for PIN management
• For this purpose, ABMs would need to be chip-enabled
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Is the Card Genuine?

Chip can check card authenticity offline and online:
•

 

Offline Card Authentication Method (CAM)

–

 

SDA - Static Data Authentication (token is always the same)

–

 

DDA - Dynamic Data Authentication (token changes with each 
transaction)

–

 

CDA - Combined Data Authentication (transaction data used to 
generate token)

•

 

Online Card Authentication Method (CAM)

–

 

Authorization ReQuest Cryptogram (ARQC)

–

 

Validated at the issuer host

March 3, 2011
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Acquirer 
Host

Issuer
Host

Auth Request
with ARQC

Auth Response 
with ARPC

MasterCard 
Network

Auth Request
with Chip Data

Validate ARQC

Online Card Authentication Method

HSMAmountAmount PANPAN DATEDATE Merchant IDMerchant ID ...... ARQCARQC

Generate ARPC
Auth Response
with Chip Data

Validate ARPC
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•

 

Offline PIN = Offline Transaction

•

 

Most Chip transactions are still sent online to the 
issuer

•

 

The PIN is verified by the card, and the results of 
that verification are sent in the auth message

•

 

ATM / Cash Withdrawal transactions still use online 
PIN (these transactions are always online)

•

 

Therefore, Offline PIN ≠
 

Offline Transaction
•

 

Similarly, Offline CAM ≠
 

Offline Transaction

Chip Myth # 1
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•

 

PIN = Single Message

•

 

Because the PIN is verified by the Chip, “traditional” 
processing can take place

•

 

In most markets, the magnetic stripe model – single 
message versus dual message – carried on the 
chip model

•

 

Therefore, PIN ≠
 

Single Message

Chip Myth # 2
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* Also available for Clearing

Acquirer 
Host

Issuer
Host

Auth Request
with ARQC

Auth Response 
without ARPC

Magnetic 
stripe request

Response

MasterCard 
Network

Functional Overview 

Chip to Magnetic Stripe Conversion

Chip Data

Must accept new values in DE48 SE71
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Acquirer 
Host

Issuer
Host

Auth Request
with ARQC

Auth Response 
with ARPC

Magstripe 
request with 
ARQC result

Response

MasterCard 
Network

HSM

Functional Overview 

Combined Service Option

Chip Data

Validate ARQC

Generate ARPC

Must accept new values in DE48 SE71, 72, 
79
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Chip Authentication – enabling e-commerce 
and remote payments

+ PIN +

Chip Authentication Program (CAP)

Cardholder- 
selected static 
password

New CAP-based 
authentication 
solutions

PIN

optional

Single
authentication 

protocol for 
safer remote 

payments 

CHIP SOLUTIONS
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The next generation payment card
•

 

Standard form factor with a display
–

 

Stripe, contact & contactless
–

 

Un-embossed or embossed

•

 

One or several buttons 
for user interaction

•

 

Battery powered, e-ink display 
and buttons

•

 

Two chips – EMV & ‘display driver’

•

 

Card form approved by MasterCard

•

 

Product  propositions :
–

 

Advanced Authentication
–

 

Balance Display
–

 

Account Selection (TBC)

Display Cards

CHIP SOLUTIONS
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APPENDIX
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